Unit IV: Software Testing: Software Testing Strategies – System Testing – Debugging – White Box Testing – Black Box Testing – Model Based Testing –Testing Object-Oriented and Web Based Applications – User Interface Testing – Configuration Testing – Security Testing – Performance Testing.
Why to Learn Software Testing?
In the IT industry, large companies have a team with responsibilities to evaluate the developed software in context of the given requirements. Moreover, developers also conduct testing which is called Unit Testing. In most cases, the following professionals are involved in testing a system within their respective capacities −
· Software Tester
· Software Developer
· Project Lead/Manager
· End User
Different companies have different designations for people who test the software on the basis of their experience and knowledge such as Software Tester, Software Quality Assurance Engineer, QA Analyst, etc.
Applications of Software Testing
· Cost Effective Development - Early testing saves both time and cost in many aspects, however reducing the cost without testing may result in improper design of a software application rendering the product useless.
· Product Improvement - During the SDLC phases, testing is never a time-consuming process. However diagnosing and fixing the errors identified during proper testing is a time-consuming but productive activity.
· Test Automation - Test Automation reduces the testing time, but it is not possible to start test automation at any time during software development. Test automaton should be started when the software has been manually tested and is stable to some extent. Moreover, test automation can never be used if requirements keep changing.
· Quality Check - Software testing helps in determining following set of properties of any software such as
· Functionality
· Reliability
· Usability
· Efficiency
· Maintainability
· Portability
What is Testing?
Testing is the process of evaluating a system or its component(s) with the intent to find whether it satisfies the specified requirements or not. In simple words, testing is executing a system in order to identify any gaps, errors, or missing requirements in contrary to the actual requirements.
According to ANSI/IEEE 1059 standard, Testing can be defined as - A process of analyzing a software item to detect the differences between existing and required conditions (that is defects/errors/bugs) and to evaluate the features of the software item.
Who does Testing?
It depends on the process and the associated stakeholders of the project(s). In the IT industry, large companies have a team with responsibilities to evaluate the developed software in context of the given requirements. Moreover, developers also conduct testing which is called Unit Testing. In most cases, the following professionals are involved in testing a system within their respective capacities −
· Software Tester
· Software Developer
· Project Lead/Manager
· End User
Different companies have different designations for people who test the software on the basis of their experience and knowledge such as Software Tester, Software Quality Assurance Engineer, QA Analyst, etc.
It is not possible to test the software at any time during its cycle. The next two sections state when testing should be started and when to end it during the SDLC.
When to Start Testing?
An early start to testing reduces the cost and time to rework and produce error-free software that is delivered to the client. However in Software Development Life Cycle (SDLC), testing can be started from the Requirements Gathering phase and continued till the deployment of the software.
It also depends on the development model that is being used. For example, in the Waterfall model, formal testing is conducted in the testing phase; but in the incremental model, testing is performed at the end of every increment/iteration and the whole application is tested at the end.
Testing is done in different forms at every phase of SDLC −
· During the requirement gathering phase, the analysis and verification of requirements are also considered as testing.
· Reviewing the design in the design phase with the intent to improve the design is also considered as testing.
· Testing performed by a developer on completion of the code is also categorized as testing.
When to Stop Testing?
It is difficult to determine when to stop testing, as testing is a never-ending process and no one can claim that software is 100% tested. The following aspects are to be considered for stopping the testing process −
· Testing Deadlines
· Completion of test case execution
· Completion of functional and code coverage to a certain point
· Bug rate falls below a certain level and no high-priority bugs are identified
· Management decision
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Test engineers/QA testers/QC testers are responsible for:
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Type of Software testing
We have various types of testing available in the market, which are used to test the application or the software.
With the help of below image, we can easily understand the type of software testing:

Manual testing
The process of checking the functionality of an application as per the customer needs without taking any help of automation tools is known as manual testing. While performing the manual testing on any application, we do not need any specific knowledge of any testing tool, rather than have a proper understanding of the product so we can easily prepare the test document.
Manual testing can be further divided into three types of testing, which are as follows:
· White box testing
· Black box testing
· Gray box testing
Automation testing
Automation testing is a process of converting any manual test cases into the test scripts with the help of automation tools, or any programming language is known as automation testing. With the help of automation testing, we can enhance the speed of our test execution because here, we do not require any human efforts. We need to write a test script and execute those scripts.
White Box Testing
The box testing approach of software testing consists of black box testing and white box testing. We are discussing here white box testing which also known as glass box is testing, structural testing, clear box testing, open box testing and transparent box testing. It tests internal coding and infrastructure of a software focus on checking of predefined inputs against expected and desired outputs. It is based on inner workings of an application and revolves around internal structure testing. In this type of testing programming skills are required to design test cases. The primary goal of white box testing is to focus on the flow of inputs and outputs through the software and strengthening the security of the software.
The term 'white box' is used because of the internal perspective of the system. The clear box or white box or transparent box name denote the ability to see through the software's outer shell into its inner workings.
Developers do white box testing. In this, the developer will test every line of the code of the program. The developers perform the White-box testing and then send the application or the software to the testing team, where they will perform the black box testing and verify the application along with the requirements and identify the bugs and sends it to the developer.
The developer fixes the bugs and does one round of white box testing and sends it to the testing team. Here, fixing the bugs implies that the bug is deleted, and the particular feature is working fine on the application.
Here, the test engineers will not include in fixing the defects for the following reasons:
· Fixing the bug might interrupt the other features. Therefore, the test engineer should always find the bugs, and developers should still be doing the bug fixes.
· If the test engineers spend most of the time fixing the defects, then they may be unable to find the other bugs in the application.
The white box testing contains various tests, which are as follows:
· Path testing
· Loop testing
· Condition testing
· Testing based on the memory perspective
· Test performance of the program
Path testing
In the path testing, we will write the flow graphs and test all independent paths. Here writing the flow graph implies that flow graphs are representing the flow of the program and also show how every program is added with one another as we can see in the below image:

And test all the independent paths implies that suppose a path from main() to function G, first set the parameters and test if the program is correct in that particular path, and in the same way test all other paths and fix the bugs.
Test cases for white box testing are derived from the design phase of the software development lifecycle. Data flow testing, control flow testing, path testing, branch testing, statement and decision coverage all these techniques used by white box testing as a guideline to create an error-free software.

White box testing follows some working steps to make testing manageable and easy to understand what the next task to do. There are some basic steps to perform white box testing.
Generic steps of white box testing
· Design all test scenarios, test cases and prioritize them according to high priority number.
· This step involves the study of code at runtime to examine the resource utilization, not accessed areas of the code, time taken by various methods and operations and so on.
· In this step testing of internal subroutines takes place. Internal subroutines such as nonpublic methods, interfaces are able to handle all types of data appropriately or not.
· This step focuses on testing of control statements like loops and conditional statements to check the efficiency and accuracy for different data inputs.
· In the last step white box testing includes security testing to check all possible security loopholes by looking at how the code handles security.
Reasons for white box testing
· It identifies internal security holes.
· To check the way of input inside the code.
· Check the functionality of conditional loops.
· To test function, object, and statement at an individual level.
Advantages of White box testing
· White box testing optimizes code so hidden errors can be identified.
· Test cases of white box testing can be easily automated.
· This testing is more thorough than other testing approaches as it covers all code paths.
· It can be started in the SDLC phase even without GUI.
Disadvantages of White box testing
· White box testing is too much time consuming when it comes to large-scale programming applications.
· White box testing is much expensive and complex.
· It can lead to production error because it is not detailed by the developers.
· White box testing needs professional programmers who have a detailed knowledge and understanding of programming language and implementation.
Techniques Used in White Box Testing
	Data Flow Testing
	Data flow testing is a group of testing strategies that examines the control flow of programs in order to explore the sequence of variables according to the sequence of events.

	Control Flow Testing
	Control flow testing determines the execution order of statements or instructions of the program through a control structure. The control structure of a program is used to develop a test case for the program. In this technique, a particular part of a large program is selected by the

	
	tester to set the testing path. Test cases represented by the control graph of the program.

	Branch Testing
	Branch coverage technique is used to cover all branches of the control flow graph. It covers all the possible outcomes (true and false) of each condition of decision point at least once.

	Statement Testing
	Statement coverage technique is used to design white box test cases. This technique involves execution of all statements of the source code at least once. It is used to calculate the total number of executed statements in the source code, out of total statements present in the source code.

	Decision Testing
	This technique reports true and false outcomes of Boolean expressions. Whenever there is a possibility of two or more outcomes from the statements like do while statement, if statement and case statement (Control flow statements), it is considered as decision point because there are two outcomes either true or false.


Static Testing
In this section, we are going to understand Static testing, which is used to check the application without executing the code. And we also learn about static Testing, why we use static Testing, how to perform it, a different technique for static Testing, advantages of static testing, and various Static Testing tools.
Introduction to Static Testing
Static testing is a verification process used to test the application without implementing the code of the application. And it is a cost-effective process.
To avoid the errors, we will execute Static testing in the initial stage of development because it is easier to identify the sources of errors, and it can fix easily.
In other words, we can say that Static testing can be done manually or with the help of tools to improve the quality of the application by finding the error at the early stage of development; that is also called the verification process.
We can do some of the following important activities while performing static testing:
· Business requirement review
· Design review
· Code walkthroughs
· The test documentation review

Static testing also helps us to identify those errors which may not be found by Dynamic Testing.
What are types of security testing?

Software security testing is a software testing process that ensures the software is free of any potential vulnerabilities or weaknesses, risks, or threats so that the software might not harm the user system and data

What Are The Types Of Security Testing?

· Vulnerability Scanning. ...

· Security Scanning. ...

· Penetration Testing. ...

· Security Audit/ Review. ...

· Ethical Hacking. ...

· Risk Assessment. ...

· Posture Assessment. ...

· Authentication.

Performance Testing

In software quality assurance, performance testing is in general a testing practice performed to determine how a system performs in terms of responsiveness and stability under a particular workload. It can also serve to investigate, measure, validate or verify other quality attributes of the system, such as scalability, reliability and resource usage.

Performance testing, a subset of performance engineering, is a computer science practice which strives to build performance standards into the implementation, design and architecture of a system.










Roles and Responsibilities of a Software Tester


Test lead/manager: A test lead is responsible for:





Defining the testing activities for subordinates – testers or test engineers.


All responsibilities of test planning.


To check if the team has all the necessary resources to execute the testing activities.


To check if testing is going hand in hand with the software development in all phases.


Prepare the status report of testing activities.


Required Interactions with customers.


Updating project manager regularly about the progress of testing activities.





To read all the documents and understand what needs to be tested.


Based on the information procured in the above step decide how it is to be tested.


Inform the test lead about what all resources will be required for software testing.


Develop test cases and prioritize testing activities.


Execute all the test case and report defects, define severity and priority for each defect.


Carry out regression testing every time when changes are made to the code to fix defects.
















































































Note: Static testing is performed in the white box testing phase, where the developer checks every line of the code before giving it to the Test Engineer.






























